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This list of questions and answers includes information about how to work with Google accounts and OpenID at NIH.  The information was checked against Google account behavior as of the date on this document.  However Google may change its procedures from time to time and it’s possible that this document will get out of date.  Please let us know if you find an error or a change in behavior that invalidates any of the information we present here.
Q: What is an “OpenID”?
OpenID is an open, standardized, secure protocol for authenticating users using credentials from one computer account on one system to identify a user to other computer systems.  It allows a user to create one account with one user ID and password in order to access many systems without having to create and maintain a new, separate, user ID and password for each system.

Q: What do I need to use OpenID?
Google is the only “identity provider” currently recognized for EBMS access.  To use OpenID to access EBMS via Google you will need a Google account.  You will need to know the user ID for that account (an email address) and an associated password.
Q: How do I obtain a Google account?
You may already have a Google account.  If you use an Android phone or tablet, or Google services such as Gmail or Google Docs, you probably already have a Google account.

If you don’t have a Google account, or if you wish to create another Google account for EBMS purposes, you can sign up for a new account at: https://accounts.google.com/SignUp.
Note that you do not need to create a Google gmail.com email address.  You can use any email address that you wish.  Click the “I prefer to use my current email address” option if you don’t want to create a gmail address.

Q: Do I need to register my Google account with the EBMS?
Yes.

Only a few of the millions of Google users are authorized to use the EBMS.  In order to use OpenID to access EBMS, you must give your Google account email address to your PDQ Board Manager.  She will link that email address to your EBMS account.  After she has done that, you will be able to log in to EBMS using your OpenID.

Q: How do I log in with OpenID?
Enter the URL for the EBMS (https://ebms.nci.nih.gov) into your browser to access the system.  You will see an introductory page with a button/link labeled “CONTINUE”.  When you click that link NIH will present a web page that asks you to select an NIH staff user ID or an OpenID.  If you chose OpenID, you will be asked to name a provider.  As of this writing, there is only one provider we recognize for EBMS, namely Google.  Select it.

The NIH login page will then redirect you to a Google web page.  The first time you do this, Google will ask you if you want to share information with NIH.  They will not give any information about you to NIH unless you authorize them to do so.  If you authorize them, you will be prompted for a Google user ID and password to log in.

Once you are authenticated, you arrive at your EBMS home page.

Q: What information does Google share with NIH?
There are different levels of permissions for information sharing in OpenID.  The sharing happens above the level of EBMS.  What EBMS receives is your Google account email address, and a unique identifier assigned to you by NIH that matches the account with that address.  If you were ever to give up your email address and it were assigned to another person, Google and NIH would assign that person a different unique identifier so that that person could not use your OpenID credentials.
Q: Who sees my password?
Your browser sends a “one way” encrypted version of your password directly to Google, which matches that to an encrypted version stored in a Google database.  It then sends back your Google account email address and unique identifier to NIH.  Neither the EBMS nor any other NIH server sees or stores your password, not even the encrypted version.

If the EBMS or the NIH authentication servers were hacked and user information stolen, the hacker would not be able find enough information to log in to EBMS as you.  The required password information is not on our servers, not even in an encrypted form.
Q: Do I need to change my password at regular intervals?
NIH and EBMS never see your OpenID password and never require you to change it.  The decision of whether and when to change passwords is between you and Google.

However, given that Google account user IDs can be used in many places via the OpenID methodology, we recommend that you secure it with a very strong, very difficult to guess or hack, password.
If you ever change your Google account password, you will not need to inform NIH about it.  All use of the encrypted password is at Google so, if you are logged in to Google, that’s all NIH needs to know.

Of course if you ever have even a small reason to suspect that your Google account password has been stolen, we recommend that you change the password immediately.

Q: What happens if I change my Google account email address?  Do I need to inform NCI?
No.  Not as long as it is still the same account.

We use the email address that you provide only once.  The first time that you log in using that email address after authorizing Google to share information with us, Google sends a unique user identifier to NIH which in turns sends a unique ID to us.  At that point, we erase your email address from our system and only use the Google/NIH unique identifier.  If you change your email address at Google, as long as the Google internal account id has not changed, your Google OpenID credentials should continue to work with EBMS.

If you create a new Google account, or if another person, e.g., a family member, is logged in to Google on your computer with a different Google account, Google will not log you in to EBMS automatically (see “Single Sign-On” below) and may ask for credentials.  If two Google accounts are signed in in the same browser at the same time on your computer, Google will ask you which account to use.
If you are denied access to the EBMS, a possible cause is that your computer is signed in using a Google account different from the one you identified to NIH.  See “How can I sign in and out of Google?” below for how to sign out of one account and sign in with the one you need to access the EBMS.
Q: Can the OpenID used with EBMS provide “Single Sign-On” capability?
Yes.

If you log in to a Google service with the account you use at NIH, and then login to the EBMS with the same browser currently logged in to the Google service, and you choose OpenID access, the system can recognize your Google identity and send it to the requisite authentication servers.  You will be automatically logged in without having to re-enter your email address/id and password.

If you logout of the other Google service you will still be logged in to EBMS.  If you logout of the EBMS without logging out of the Google service, you will still be logged in to the other Google service.  However if you log out of Google, or if the Google authentication token in your browser expires after some period of inactivity, then the next time you attempt to login to the EBMS after logging out of it, you will have to re-enter your user ID and password because your browser will have discarded the Google authentication token and you will need to re-authenticate to Google in order to access the EBMS.  Attempting to login to the EBMS will start that process and automatically cause Google to prompt for a login.
Q: How can I sign in and out of Google?
Google will sign you in in a number of different ways.  Logging in to Gmail or some other services will sign you in to everything.  Even if you do nothing at all it is likely that your browser will sign itself in as a result of a persistent cookie that Google plants in your browser’s cookie storage.  When you close and re-open the browser, the cookie will remember whether you were signed in when you closed the browser and automatically sign you in if you were signed in before.
To sign in explicitly, point your browser to the main Google search page: https://www.google.com.  An icon in the upper right corner of the browser window will tell you whether you are signed in.  If it shows a small rectangle with the words “Sign In”, then you are not signed in.  If it shows a gray circle with a single capital letter in it (probably the first letter of your first name as it is known to Google), then you are already signed in.
To sign in:

Click the “Sign In” button and enter your credentials.

Unless you have used more than one userid in this browser, your Google account email address will probably appear automatically and you only need to enter your password.

To sign out:

If you see the gray circle in the upper right corner of the window then you are currently signed in to Google.

Click the circle with the letter with the left mouse button and then click “Sign out”.

Another option for managing your Google account is to open a new “Private browsing”, “Incognito”, or “In private” window (the names vary with different browsers.)  That window will not be signed in.  You can then sign in with whatever Google account you wish without disturbing the sign-in status of other browser windows.  The sign in status of a private window will not be remembered after you close the window.
Q: Can I see what organizations are authenticating with my Google account?
Yes.

Go to http://myaccount.google.com.

If you are not already signed in to Google, you will be asked to sign-in using the button in the upper right corner.  If you are signed in with a different account from the one you want to control you can sign out of the other account (see: “How can I sign in and out of Google” above) and then sign in to the desired account.
Click "Connected apps & sites".
Under "Apps connected to your account" click "MANAGE APPS".  A full list should appear.  Some of the listed items may be used via your phone or tablet and some via your computer.  “NIH Login” should appear on the list.
Q: Can I de-authorize NIH from authenticating with my Google account?
Yes.

Follow the procedure above under “Can I see what organizations are authenticating with my Google account?”

Click the “REMOVE” button next to the “NIH Login” entry in the list of “apps” linked to your account.

Q: Can I completely delete my Google account?
Yes you can, but if all you wish to do is to de-authorize NIH (or another OpenID system using your Google credentials, don’t delete your Google account!  Use the method above under “Can I de-authorize NIH from authenticating with my Google account?”  If you delete a Google account it could disable functionality in your Android phone or tablet, your Chromebook, and in various apps, programs, and websites from Google or elsewhere that are linked to that Google account.

If you have an account that you created solely for NIH use and wish to delete it:

Go to http://myaccount.google.com.

Sign in if necessary.

Search for and click “Delete your account or services”, and follow the directions.

