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[bookmark: _Toc239231404]Database
[bookmark: _Toc239231405]Setup
The bk_nci_cms_05192009.bak file was restored into a database on my personal office workstation which is running Windows Server 2008 and SQL Server 2005 Express.  The database was restored with database name "NCI_CMS" which is the name used in connection strings in the two applications.  The following script was used:
-- Restore the database.
USE [master]
GO
RESTORE DATABASE [NCI_CMS] 
	FROM  DISK = N'C:\Temp\bk_nci_cms_05192009.bak' WITH RESTRICTED_USER,  FILE = 1, 
	MOVE N'NCI_CMS_Data' TO N'C:\Program Files (x86)\Microsoft SQL Server\MSSQL.1\MSSQL\Data\NCI_CMS.mdf', 
	MOVE N'NCI_CMS_Log' TO N'C:\Program Files (x86)\Microsoft SQL Server\MSSQL.1\MSSQL\Data\NCI_CMS_log.ldf', 
	NOUNLOAD,  STATS = 10
GO
-- TODO: used "RESTRICTED_USER" when used mgmt studio to generate script above.
-- Don't know why it did that (cause .bak file DB was "full recovery" ???) 
-- but lines below fix it to normal multi-user state.
ALTER DATABASE [NCI_CMS] SET SINGLE_USER WITH ROLLBACK IMMEDIATE 
GO 
ALTER DATABASE [NCI_CMS] SET MULTI_USER 
GO

-- Now the DB has been restored and it has the "nci_cms_prod" user in it but there is no associated login.
-- Can't just add the login becuase it won't automatically get associated with the DB user even though it has the same name.
USE [NCI_CMS]
GO
-- Create a new login for the user we want to use.
CREATE LOGIN [nci_cms_prod] WITH PASSWORD=N'ncicmsprod', DEFAULT_DATABASE=[NCI_CMS], CHECK_EXPIRATION=OFF, CHECK_POLICY=OFF
GO
-- Create a temporary user and give them ownership of the "nci_cms_prod" schema so can delete "nci_cms_prod" user.
CREATE LOGIN [nci_cms_prod_temp] WITH PASSWORD=N'temp', DEFAULT_DATABASE=[master], CHECK_EXPIRATION=OFF, CHECK_POLICY=OFF
GO
CREATE USER [nci_cms_prod_temp] FOR LOGIN [nci_cms_prod_temp]
GO
ALTER AUTHORIZATION ON SCHEMA::nci_cms_prod TO nci_cms_prod_temp
GO
-- Drop and re-create the existing DB user and give them back ownership of their schema.  Now, that user will be associated with our server login of the same name.
DROP USER [nci_cms_prod]
GO
CREATE USER [nci_cms_prod] FOR LOGIN [nci_cms_prod]
GO
ALTER AUTHORIZATION ON SCHEMA::nci_cms_prod TO nci_cms_prod
GO
-- Add the user to the db_owner role.
EXEC sp_addrolemember N'db_owner', N'nci_cms_prod'
GO 
-- Drop the temporary user and login.
DROP USER [nci_cms_prod_temp]
GO
DROP LOGIN [nci_cms_prod_temp]
GO
There is probably a better way to do the above, without all the restricted user/schema owner issues.  TODO: discuss with Min.  Update: DONE.  See "Correct DB Import Script from Min" section  for details.
Basic steps after import: Create SQL Server login and DB user with ID nci_cms_prod and password ncicmsprod.  The "nci_cms_prod" user was already in the DB after importing the .bak and that user was given the "db_owner" database role membership.
Note: also seems to have issues with sprocs that are in nci_cms_prod schema.  Get errors from ASP that the sproc doesn't exist but potentially just a permissions/ownership issue?  To change all to be under dbo as a temporary fix, can do the following:
-- Can alter objects to move to a different schema.
alter schema dbo TRANSFER nci_cms_prod.cmssp_MailerDateReport
-- Note: "transfer" must be in all caps.

-- Get a list of all tables and procedures that should be transferred.
select * from information_schema.tables where table_schema like 'nci_cms_prod%'
select * from information_schema.routines where routine_schema like 'nci_cms_prod%'

select * from information_schema.tables where table_schema not like 'dbo%'
select * from information_schema.routines where routine_schema not like 'dbo%'

-- Get alter statements for all tables and procedures that should be transferred.
select 'alter schema dbo TRANSFER nci_cms_prod.' + table_name from information_schema.tables where table_schema like 'nci_cms_prod%'
select 'alter schema dbo TRANSFER nci_cms_prod.' + routine_name  from information_schema.routines where routine_schema like 'nci_cms_prod%'

alter schema dbo TRANSFER nci_cms_prod.lu_journaltitles_old
alter schema dbo TRANSFER nci_cms_prod.dupes2
alter schema dbo TRANSFER nci_cms_prod.prepubverify_data
alter schema dbo TRANSFER nci_cms_prod.feb_update
alter schema dbo TRANSFER nci_cms_prod.march_update
alter schema dbo TRANSFER nci_cms_prod.temp_table_a
alter schema dbo TRANSFER nci_cms_prod.feb_adult_update
alter schema dbo TRANSFER nci_cms_prod.temp_table_b
alter schema dbo TRANSFER nci_cms_prod.bad_staffimportconfirm_ref
alter schema dbo TRANSFER nci_cms_prod.bad_staffimport_ref
alter schema dbo TRANSFER nci_cms_prod.good_staffimport_ref

alter schema dbo TRANSFER nci_cms_prod.cmssp_SummaryPerReview
alter schema dbo TRANSFER nci_cms_prod.cmssp_ReviewerComments
alter schema dbo TRANSFER nci_cms_prod.cmssp_CIPSMenu_test
alter schema dbo TRANSFER nci_cms_prod.cmssp_decision_rpt_v1
alter schema dbo TRANSFER nci_cms_prod.cmssp_decision_rpt_v2
alter schema dbo TRANSFER nci_cms_prod.cmssp_StaffImport_bk
alter schema dbo TRANSFER nci_cms_prod.cmssp_StaffImportConfirm_bk
alter schema dbo TRANSFER nci_cms_prod.cmssp_StaffImport_bk2
alter schema dbo TRANSFER nci_cms_prod.cmssp_StaffImportConfirm_bk2
alter schema dbo TRANSFER nci_cms_prod.cmssp_StaffImport
alter schema dbo TRANSFER nci_cms_prod.cmssp_StaffImportConfirm
alter schema dbo TRANSFER nci_cms_prod.cmssp_StaffImport_SearchTopics
alter schema dbo TRANSFER nci_cms_prod.cmssp_StaffImport_REVIEWS
alter schema dbo TRANSFER nci_cms_prod.cmssp_MailerDateReport
alter schema dbo TRANSFER nci_cms_prod.cmssp_History_EBMRR_NoResponse
[bookmark: _Toc239231406]Correct DB Import Script from Min
The applications don't specify the schema when calling stored procedures or referencing tables.  In that case, SQL Server looks for objects with that same name in the user's default schema or dbo.  The database import method used above disassociated the nci_cms_prod user with their default schema of nci_cms_prod and therefore it couldn't find any tables or procedures in the nci_cms_prod schema.  The method below correctly (specifically the sp_change_users_login procedure) re-assigns the user with the login of the same name while preserving the default schema.
CREATE LOGIN [nci_cms_prod] WITH PASSWORD=N'ncicmsprod', DEFAULT_DATABASE=[master], CHECK_EXPIRATION=OFF, CHECK_POLICY=OFF
GO
RESTORE DATABASE [NCI_CMS] 
	FROM  DISK = N'F:\NCI_CMS082609.bak' WITh
	MOVE N'NCI_CMS_Data' TO N'F:\cancergov05DEV\NCI_CMS.mdf', 
	MOVE N'NCI_CMS_Log' TO N'F:\cancergov05DEV\NCI_CMS_log.ldf', 
	NOUNLOAD,  STATS = 10
GO
use nci_CMS
exec sp_change_users_login 'update_one', 'nci_cms_prod', 'nci_cms_prod'
[bookmark: _Toc239231407]Notes
SQL Authentication had to be enabled on my SQL Server instance so can use above login to access database.
I had to go into SQL Server Surface Area Configuration and set to allow "Local and remote connections" since running on local machine set to allow only local connections by default.  Used "TCP/IP only" option.
Also, enabled, set to automatic, and started "SQL Server Browser" service on DB box.
To get DB working so can show diagrams:
USE [master]
GO
EXEC dbo.sp_dbcmptlevel @dbname=N'NCI_CMS', @new_cmptlevel=90
GO
USE [NCI_CMS]
GO
EXEC dbo.sp_changedbowner @loginame = N'sa', @map = false
GO 
Note: had to set it back to 80 since some sprocs (namely cmssp_History_LSCD /cmssp_History_LSCD_NoMailer called in staffhistory.asp) use the old outer join syntax that is not supported in compatibility level 90.
[bookmark: _Toc237999982][bookmark: _Toc239231408]Code Review
[bookmark: _Toc239231409]Issues To Deal with Before Deploy
Delete unused users in the database.
[bookmark: _Toc237999984][bookmark: _Toc239231410]Issues To Consider After Deploy
[bookmark: _Toc237999983][bookmark: _Toc237999985][bookmark: _Toc239231411]Inactive Tables
There seem to be a lot of "inactive" tables that can be removed.  See question to CIAT programmers below for list of suspected inactive tables.
[bookmark: _Toc237999987][bookmark: _Toc239231412]Unused Fields
· In dbo.bib all review_cycle_id values are null.  Remove if this field isn't being used.
[bookmark: _Toc239231413]Table Design
Link between mt_users and lu_cips_reviewer tables is a nullable "cips_reviewer_id" field in mt_users.  Would probably make more sense as a foreign key from lu_cips_reviewer back to mt_users.  Why did that way?  Maybe wanted to know if user was CIPS reviewer just by looking at mt_users?
Shouldn't asc_search_topics have its own unique ID and have that be what responses/decisions are based on (rather than having mt_decision_history table having review_id and summary_id).  Also, with current design, there is no FK currently for review_id and summary_id.
[bookmark: _Toc237999986][bookmark: _Toc239231414]Foreign Keys
No keys exist from
· bib to mt_users?
· asc_original_summaries to lu_review_cycle
· mt_decision_history to mt_review
· mt_decision_history to lu_category_evidence
[bookmark: _Toc237999988][bookmark: _Toc239231415]Naming
· lu_summaries should be lu_summary_topics since it holds the topics, not the summaries themselves as the name implies.  I guess here each topic corresponds to an individual summary doc and therefore is "the summary."
· asc_reviewer_topics should be asc_reviewer_summary_topics?
· lu_decision should be lu_decision_type (e.g. a committee or reviewer decision).  Related: lu_response should be lu_decision_response since it is a list of the potential responses to the decision types.
[bookmark: _Toc239231416]Changes
· Users other than nci_cms_prod were removed for security purposes since we don't believe they are used for anything.
[bookmark: _Toc239231417]Web Application (ASP "Classic")
[bookmark: _Toc239231418]Setup
This is a "Classic" ASP application, not the more current ASP.NET technology.  To get ASP running under Windows Server 2008 with IIS 7 requires a little configuration.  The process below assumes the server is already configured with the "Web Server (IIS)" role.
1. Go to "Start > Administrative Tools > Server Manager."
2. Expand the "Roles" node in the tree on the left hand side and click the "Web Server (IIS)" node.
3. In the "Role Services" section, click on the "Add Role Services" link on the right side.
4. Check the "Web Server > Application Development > ASP" checkbox, click the "Install" button, and follow any subsequent prompts.
In IIS, add an App Pool with ".NET Framework Version" set to "No Managed Code" and "Managed Pipeline Mode" set to "Classic."
[image: ]
Create a new website and configure it to use the App Pool above and point it at the folder containing the ASP code files.
In \[root ASP source folder]\Includes\ ConnectionString.asp, change the connection string which was using a file DSN to a DSN-less connection string:
Session("Connection") = "FILEDSN=nci_cms.dsn"
Changed to:
Session("Connection") = "Provider=SQLOLEDB.1;Persist Security Info=False;User ID=nci_cms_prod;Password=ncicmsprod;Initial Catalog=NCI_CMS;Data Source=NCI-01771983\SQLExpress"
Note: this is the same connection string as hard coded in the VB client app but with the Data Source setting changed from a hard coded "anacostia" to "NCI-01771983\SQLExpress" which is specific to my test environment where I have the DB in a local SQL Express instance.
Ultimately needed to change the connection string to use an ODBC provider since the application uses the ADO RecordSet object's "RecordCount" property which apparently isn't supported in the same scenarios (it just returns -1) as when used with ODBC.  This was causing several reports to display no results.  The final connection string is as follows (the server/IP/PW will all change in production):
Driver={SQL Server}; Server=156.40.129.145,2301; Database=NCI_CMS; Uid=nci_cms_prod; Pwd=ncicmsprod;
[bookmark: _Toc239231419]Code Review
[bookmark: _Toc237999990][bookmark: _Toc239231420]Issues To Deal with Before Deploy
[bookmark: _Toc239231421]Connection String
The "Data Source" value in the DSN-less connection string must be changed to the host name or IP of whatever server will be used to run the database.  May be better to use IP since people coming in over VPN may have issues unless the host name is in a "public" DNS available to them.
[bookmark: _Toc237999991][bookmark: _Toc239231422]Missing Sproc
In StaffHistory.asp (and CIPSHistory?), there is code that calls a sproc named "cmssp_History_EBMRR_NoResponse" that doesn't exist.  Can get here by clicking the "Search Database" link at the top of the page, then doing a search, clicking the Name in one of the results, then clicking one of the lines beginning with "Review by."
Resolved - the procedure actually is there, it just wasn't being found.  This was caused by the bad DB import procedure and was fixed by using the correct procedure provided by Min.  See above for details.
[bookmark: _Toc239231423]Security
Was able to "SQL Inject" StaffSearch.asp page by putting the following lines into the PMID field and clicking the "Search" button after each one (had to do in two submits due to field length restriction but even that could be overcome by writing code to submit the form programmatically instead of actually submitting the form).
';create table H (i uniqueidentifier);--
';while 1=1 begin insert H values (newid()); end--

The above technique could be used to cause high CPU usage and eventually use up all disk space (assuming unlimited growth on database data/log files).  In a test the above added millions of records in a matter of minutes and increased the database's log file from a few hundred MB to over a 1 GB.

Other exploitable SQL injection targets from looking at about 20% of ASP files: 
· cipsboarddecisionadded.asp uses value from dtMail form field directly.
· CipsCiteAdded.asp has same issue as cipsboarddecisionadded.asp.

Examples of safe code
· BoardDecisionPicked.asp takes iReivewID from the query string but DOES validate it is numeric input.  It sets iReviewID to zero if non-numeric - might be better to error out the page.
[bookmark: _Toc237999992][bookmark: _Toc239231424]Issues To Consider After Deploy
[bookmark: _Toc237999993][bookmark: _Toc239231425]Comments Visible to Clients
Comments in ASP code are being output to client as HTML comment.  Not good practice and could be giving away sensitive info about system (who knows what has been in a comment, especially comments about changes made over time).
People with mt_users.delete_flag = 1 can still log in and search the database.
There is a mixture of inline and sprocs.  Ideally would be all sprocs.
Error handling off?  Is there an onerror resume next?  On Staff History, get errors like variables not defined, "overflow," sproc not defined in db...  but code just keeps executing and we never know.  Would be nice to have better error handling.
[bookmark: _Toc239231426]Debugging
For debugging, might want to configure IIS7 to send errors (by default does something different than IIS5/6 saying just "An error occurred on the server when processing the URL.  Please contact system administrator.").  Can change this by going to the "ASP" icon in IIS7 for the site and changing the "Send Errors To Browser" setting to "True" (do we really want to do this to be same as before or accept the more secure setting even though it is a change).  Note: this setting only affects if can see the error when running from the server hosting the ASP application.  The clients sees "Server Error  500 - Internal server error.  There is a problem with the resource you are looking for, and it cannot be displayed."
[bookmark: _Toc239231427]Changes
· Connection String to database.
· EditUser.asp was changed to show the strong password requirements.
· UserUpdated.asp was changed to enforce strong password requirements.
[bookmark: _Toc239231428]Import Application (Visual Basic 6)
[bookmark: _Toc239231429]Setup
A Windows XP Virtual Machine was created to build and test the import application.
The connection string was changed as described below in the Changes section.
The application was built and the EXE (and associated .INI) were copied onto the Windows Server 2008 VM.
A folder was created at C:\CiteMS which was then shared as "CiteMS."  I had to enable File Sharing in "Control Panel > Network and Sharing Center" before creating the share.  I also had to turn off "Password protected sharing" so anyone can access the application.  Then I right clicked the CiteMS folder and selected "Sharing..."  In the dialog, added "Everyone" as a "Reader."
[bookmark: _Toc239231430]Notes
"Making" the VB app used to save to \\Ciat\Shared\CMS\CMS_DEV\Cips_CMS.exe.
[bookmark: _Toc239231431]Connecting to the Database
The code uses a hard coded DSN-less connection string to connect to the database:
Provider=SQLOLEDB.1;Persist Security Info=False;User ID=nci_cms_prod;Password=ncicmsprod;Initial Catalog=NCI_CMS;Data Source=anacostia
There is a comment in the "DataConnect()" procedure that uses the above connection string that suggests this is a "new" connection method:
'12/16/04 moved prod db to new sql server
If the above connection fails, it falls back to a file DSN based connection:
PROVIDER=MSDASQL;FileDSN=CMS_PROD.dsn;
There is a comment in the DataConnectDSN() procedure that suggests the file DSN is an older connection method that was planned for removal:
  '12/16/04 moved prod db to new sql server, so anyone using this dsn
  ' needs to be notified (that means Cynthia Boggess and...) - pc
An OLEDB based connection worked in the office but to get working for Cynthia, changed to use ODBC rather than OLEDB:
Driver={SQL Server}; Server=156.40.129.145,2301; Database=NCI_CMS; Uid=nci_cms_prod; Pwd=ncicmsprod;
The above also uses an IP and port.  2301 was chosen randomly and we'll likely either not use a port at all (if we're on the default SQL Server instance) or a different port.  MS recommends using dynamic ports for non-default instances and if must use a port to use one between 49152 and 65535.
[bookmark: _Toc239231432]End User Machine Configuration
[bookmark: _Toc239231433]Dependencies
Visual Basic 6 applications require certain files be present on the machine hosting the process in which they run.  Examples include the VB "runtime" msvbvm60.dll and DLL/OCX dependencies such as msflxgrd.ocx.  The application will run off a share (not on the end user's machine) and we do not have an installer that can put the required files on their machines.  Since there are only two users and we don't expect lots of additional users, we will simply configure those user's machines manually if they need it (they may not if they're using the same machine they currently use as it will likely already have the required files).
[bookmark: _Toc239231434]Printing
The report feature requires that the user's machine has a default printer specified.
[bookmark: _Toc239231435]Code Review
[bookmark: _Toc237999995][bookmark: _Toc239231436]Issues To Deal with Before Deploy
[bookmark: _Toc239231440]Login Logic Inconsistency
The login process in the ASP site verifies that "delete_flag IS NULL" in the mt_User table.  The import application does not.  I assume a non-null "delete_flag" means the user is marked for deletion or is deleted and shouldn't be able to log into the system.  Even just for consistency, should probably make this code match the ASP.
[bookmark: _Toc239231443]Security
This app will be used by a small number (currently 2) of people who are connected via VPN so while security is always a concern, this application is a little safer since it isn't exposed to the world at large.  Here are some issues:
The database password is available in plain text if view the EXE in text editor (open the .EXE in text editor and search for the text "P w d").
On "Report > Find Record" screen, if enter "a" in the CMS ID field, gives error message with details DB (like using SQL Server, ODBC driver, the sproc name "Records_Display").
Was able to "SQL Inject" the "Report > Find Record" page using similar techniques as used to exploit ASP application.
Even worse, the login form of the application can be SQL Injected so a username and password is not required to access the system or to execute arbitrary code against the database.
Any user that can run the EXE will get the login form and can simply enter the following text in the username box (and anything in the password box) and click "Login."
' or 1=1 --
The result is that they will gain access to the system.  Even worse, they could enter the following:
';create table H (i uniqueidentifier);while 1=1 begin insert H values (newid()); end--

The result is that an infinite loop continually adds records to a new table, taking server resources and increasing the size of the data and log files.
[bookmark: _Toc237999996][bookmark: _Toc239231437]Issues To Consider After Deploy
[bookmark: _Toc237999997][bookmark: _Toc239231438]Database Connection
· The connection string is currently hard coded which is not ideal when/if want to change
· Pull the connection string out into some kind of configuration file that can be changed without re-compiling the application.
· Remove the "fall back to DSN-connection" code altogether.  Based on the comments above, it seems like this was likely planned but not yet implemented, it is somewhat irregular to have multiple connection methods like this, and any DSN files on user machines will not work anyway with our new installation of the database.
· Update the "User ID" and "Password" values in the DSN-less connection string.  Note: this may be different than what we do in the ASP application because we could more easily use windows authentication for the ASP application and are more likely to use a username/password for the client.
· Research if " SQLOLEDB.1" is really the provider we want to use and potentially change it to something more recent.  Note: this may be different than what we do in the ASP application because this is related to what is installed on the user's machine, not the server.
[bookmark: _Toc239231439]Connection Issue (Email from Bob on 8/11/09)
I left the app running over the weekend.  When I went to shut it down this morning I ran into an unhandled exception.  I brought up the JIT debugger, but not having the source code I wasn't able to get anything useful.  It could well be that the application was trying to do some network connection cleanup which failed because of silly things the NIH network does over the weekend, and it didn't recover gracefully from the failure.
[bookmark: _Toc239231441]Naming
basImport.ClearBuffer uses very difficult to understand naming with a bunch of two character abbreviations on the buffer object.  Seems based on what importing, but conversion from some file format to the object we use in code seems like a good place to do the conversion between hard to understand abbreviations and nicely named and easy to understand properties.
[bookmark: _Toc239231442]Printing
If the user doesn't have a default printer set up and they try to use the reporting feature they get an error that causes the application to fail.  This should be handled gracefully, perhaps letting the user know what they need to do, or perhaps even doing it for them.  At the very least the application shouldn't fail and close.
[bookmark: _Toc239231444]Changes
· Connection String to database.
· The login form was changed to support  the "deleted" flag and to prevent SQL injection.
· The connection string code was changed to be loaded dynamically so it wouldn't be visible in plain text.
[bookmark: _Toc239231445]Testing
The main page of the application requires a login.  There is a test user (found in dbo.mt_USERS table) with username cms_developer and password s050102 that can be used to log in.   Additional users can be found by running the following SQL against the database:
select * from mt_Users Where delete_flag IS NULL
TODO: document demo so we can verify + "sign off" plan.
[bookmark: _Toc239231446]Questions
[bookmark: _Toc239231447]For Brent to Figure Out
Q: What VB "runtime" files are needed for import app?
A: The VB runtime is msvbvm60.dll.  This will likely be installed on our end users' machines already but we can install if needed.
Q: What rights does the "nci_cms_prod" user need?  Seems to be the schema owner for the schema with name "nci_cms_prod" and be assigned the "db_owner" role.
A: Currently assumes will be db owner so will leave for now - later if we update can reduce rights in accordance with principal of least privilege.
Q: Research if "SQLOLEDB.1" is really the provider we want to use and potentially change it to something more recent.
A: Had to use ODBC to get import app working for Cynthia and to get the ADO RecordSet object's RecordCount property working.
Q: Even if run from share - what needs to be installed on local machine (e.g. VB run time files).
A: We're just going to install on people's local machines since there are only two users.  We have a list of dependencies and will figure out any other requirements if have issues with install.
Q: There are lots of values in the "CMS_Util.ini" file used by the application that aren't immediately obvious but that have specific drives (like s, k, and f drives).  We won't have the same drive mappings set up so we need to investigate what this is and act accordingly.
A: Previous programmer said we can probably just delete these - this is a single config file used by multiple users so the paths will make no sense once we re-deploy.
[bookmark: _Toc239231448]For Team
Q: Update the "User ID" and "Password" values used for the DB connection?
A: We plan to update the password when the database is imported to production.  This will mean a re-build of the import app EXE and a change to ConnectionString.asp
[bookmark: _Toc239231449]For CIAT Programmers
From Brent/Pete phone call:
Q: Do we have access to the source control system that was used for this project (with check in history)?
A: Used VSS.  Can export for us - need to figure out how to import.  Sprocs are not in there.  Has all ASP and VB code.
Q: Did you use any kind of bug tracking system to manage changes over time?  If yes, what system did you use and can we get any kind of export of the history?
A: Did not use one.  Nothing they have for us.
Q: Do you have a "known issues" list or list of feature requests, bugs, etc. that would make sense to transition along with the application?
A: Have a loose relationship with users - know of one thing the've been asking to fix.  No solid list.
Q: In StaffHistory.asp, there is code that calls a sproc named "cmssp_History_EBMRR_NoResponse" that doesn't exist in the database.  Is there an explanation for this?  Did it just not get into our backup/import somehow?
A: They did have it in their database.  Most sprocs are owned by dbo.  This is there - just owned by nci_cms_prod.
Q: Is there any kind of installer or plan for how got user's machines set up for import app's dependencies?  If so can we get the source code?  If not, were they just manually configured? 
A: No.  The programmer who wrote it is gone so not sure what might have been.  Pete's working on bundling up the dependencies.  Users are currently RDPing into a box that has it installed so we'd only need to get it set up on that machine.
Q: Can you elaborate on the description in the data dictionary for  the "asc_ORIGINAL_SUMMARIES" table and  "asc_SEARCH_TOPICS.summary_accepted" field?
A: Original summaries.  When imported get tag iwth summaries that it matches.  Those are stored in original summaries forever.  Tells what the Cite was original imported for.  summary_accepted field: not exactly sure what for.
Q: Which tables are inactive?  Seems like these might be:
· dbo.lu_scan - Note from CIAT developer in CiteMS data dictionary document: "Originally planned to track optical scanning - not used"
· dbo.notes_search_temp - allows more complicated searching from VB app?
· dbo.notes_temp  - not sure where used.
· dbo. temp_review_id - not sure where used.
· dbo. temp3 - not sure where used.
· 11 tables in the nci_cms_prod schema - will take a look at - probably pretty safe to remove.
A: Thinks these are all inactive, but we'll leave in for now since not hurting anything and don't want to risk breaking anything.
Q: What does asc_ table prefix stand for?
A: Tables that are creating a many to many relationship?  Not sure of the significance of the letters "asc."
Q: What is the import app's ini file for?  There are lots of key/value pairs that don't seem to be referenced in the application, and it is unclear what the various mapped drives are for.
[CMS_FilePath]
SSHISHOV=s:\CMS\
MTRIVEDI=S:\SHARDATA\Literature Surveillence-Editorial Boards\CAM\Post-CMS\Searches\2006 Searches\Jan06\
ALIENDOMAIN=K:\SHARDATA\Literature Surveillence-Editorial Boards\
TOSHIBA-USER=F:\SHARDATA\Literature Surveillence-Editorial Boards\
MTRIVEDI2275=s:\SHARDATA\Literature Surveillence-Editorial Boards\Premedline\
ROK-6634-5=f:\SHARDATA\Literature Surveillence-Editorial Boards\CAM\Post-CMS\Searches\2006 Searches\Dec06\
TS-HP1=\\pegasus\Shared\health\Literature Surveillence-Editorial Boards\Genetics\Genetics Searches\2008 Searches\OCCM request2008\
[CMS_LastFile]
MTRIVEDI=hydrazine_July03.txt
MOTHERSHIP=cervicalRx_Apr02.txt

A: Default directory mapped to users.  Could be that different users have created a default path.  Because multi-user all on RDPed in connection, each has own setting in shared settings file.  Pretty sure can just clean out and start fresh.
Q: What users does the application use on current system (e.g. ASP process running under IUSR_[MachineName])?
A: Whatever the default user is for their version of IIS.
Q: Are there any directories that require special permissions (e.g. write access for uploading a file).
A: No.
Q: What document(s) are configured as defaults in IIS (and in what sequence)?
A: Default.asp.
Q: What logging is currently done in IIS?  Do we need to enable any fields that are not on by default?
A: Just the default done by IIS.  No log analysis done that Pete knows about.
Q: Are there any custom error pages to set up in IIS?
A: No.  Not that Pete knows of
Q: Is there any reason you know of that we shouldn't try to run the web app on Windows Server 2008 + IIS 7 + SQL Server 2005 (e.g. was on SQL Server 2000 - were any features used that might be unavailable in 2005...  e.g. when did MS remove support for "comma" join syntax and are they using it anywhere)?
A: No.0
Q: Is there anything else to set up in IIS or elsewhere or any concerns with moving the application not covered above?  E.g. any third party DLLS?
A: Not that Pete knows of.
Q: Was there a move to all sprocs under way?
A: Started but sometimes when had to go in and fix stuff quickly used inline SQL.
Q: Securitycheck.asp no longer being used?
A: Ran hailstorm (analyzer tool).  Will see if can get any history on this.
Q: Code freeze?
A: Thinks can do with no problem as not much work being done.
[bookmark: _Toc239231451]For John / Bryan
Q: What is the process to get servers allocated and set up for this?
A: John: 
· Work with Bryan to decide what environments are needed (e.g. dev, prototype, int, QA).
· Get up and running on int.
· Use release calendar to request push to QA.  Test there (who will do this - would need to schedule QA group's time but should they do testing or just an existing user like Cynthia).
· Min will set up dev/int DB stuff and work with Chin to setup/move to QA/production.
· Min/Chin will have to work with Mohamed to get a port open to allow internal NIH users to access the DB.
· Use release calendar to request push to prod (put in directions on what need to do, e.g. IIS configuration or point to doc in SP with that info).
Q: Who sets up VPN users?
A: 
[bookmark: _Toc239231452]General
Q: The "TrainDocFinal5-14.doc" doc says "The Citation Management System has three system interfaces " named:
1. Citation Review
2. Citation Tracking and Dissemination
3. Citation Maintenance
but we only have two (ASP and Import applications).  Numbers 1 and 2 are both the ASP application?  Number 3 is the import application.
A: 
Q: Where is the current production database physically?  Can it be picked up and driven to CTB in a short time for the cutover?
A: In Rockville so can do a quick drive to pick up.
Q: What environments do we need?  Is "DEV" and "LIVE" sufficient?  Think should be since we're in a "get it working for a few months and expect very few changes" mode.  We can always add more later but this is a minimum.
A: 
[bookmark: _Toc239231453]Schedule / Deployment Plan
Note: Keeping this in here for reference but Alan has a separate document and has posted details on the Bugzilla bug.
[bookmark: _Toc239231454]Phase 1: Proof of Concept
This phase is to evaluate the feasibility of hosting the ASP and VB applications internally at CTB.  A backup of the production database and ASP/VB code from May 09 will be used to get everything set up internally and testable.  This POC can be done on developer machines and VMs as needed.
DONE: Established that both applications can run from CTB with minimal changes.  Documented setup process and changes required to get working inside CTB.
TODO: understand and fix known issues so we won't hand Cynthia/testers bad code.
This phase is currently in progress as of 8/14/09.  
TODO: estimated end date?
Outcomes: 
· Steps documented on how to set up (e.g. changes made to code and how to configure IIS 7 for ASP application).
· Security check complete.
· Decision made on where/how to deploy.
Completion Date: August 21.
[bookmark: _Toc239231455]Phase 2: Environment Setup at CTB
The purpose of this phase is to set up the required environments, including a production/live environment, in which to host the applications at CTB for hosting, maintenance, and future changes.  A second goal is to have sufficient testing done such that Cynthia (anyone else?) can "sign off" that the applications are "production ready" pending final data cutover.
CTB developers have recorded the changes required to get from the original code to a working POC.  To set up a production environment at CTB involves the following steps:
1. Identify/reserve a server or servers inside the CTB network to host DEV and LIVE versions of each of the following:
a. Database (SQL Server 2005)
b. ASP Application (Windows Server 2008 with IIS 7)
c. A file share to host VB Application
2. Get latest production code and database backup from CIAT.  From this point CIAT programmers should monitor all changes made to code in the ASP or VB applications as well as any database changes.  Ideally we will start a "code freeze" for CIAT developers so that CTB developers will not have to make any code changes/merges in phase 3.
3. Re-import DB and re-do changes required to make code work in CTB DEV environment.
4. Internal developer testing of the DEV environment.
5. Deploy to CTB LIVE environments.
6. Internal developer testing of the LIVE environment.
7. Have Cynthia (and others?) do significant testing to ensure all is working and "production ready."
Completion Date: September 4.
[bookmark: _Toc239231456]Phase 3: Production Switchover
The goal of the final phase is to get the live applications running from CTB.  There are three potential steps:
1. CTB: Merge any code changes made by CIAT since the Phase 2 code base was received.
2. Move the production database.
a. CIAT: Disable access to the existing application.
b. CIAT: Backup the production database.
c. CTB or CIAT: Physically transport the production database to CTB.
d. CTB: Restore the production database at CTB
e. CTB: Start up the web application.
3. CIAT: Perform "Live testing" of the applications.
Notes: 
· There will be some downtime for end users.  This should be limited to the time it takes to perform steps 2 and 3 above.  Note:  Based on discussion in a meeting with Lakshmi and Margaret on 8/13, a day or two of downtime is ok during the switch over.  Since the database is 
Issue Mitigation Plan:
If for whatever reason there are problems when the live database is brought over to CTB, we can always simply turn the applications back on at CIAT and resume normal use until the issue is resolved.  We would then have to repeat Phase 3.  This means must be done before final deadline to give time to resolve issue.
Completion Date: September 11.

image1.png
Name:

T ——
NET Framenrkverson:
Wensged ppsine mode:
[

W7 Stert appication posl mmediately

Lo | o |





